
TRAINING INFORMATION



About Our Company
Security Blue Team was founded to address 

the lack of quality, practical, and affordable 
defensive cybersecurity training on the market.
We’ve collaborated with top industry professionals and security   
leaders to forge training and certifications that impart real-world,   
applicable knowledge to students. 



Our training develops more capable defenders who truly understand   
security operations both theoretically and practically.
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our clients
We have trained thousands of individuals 
from security teams around the world.
We have clients in government, military, law enforcement, 
critical national infrastructure, financial institutions, managed 
security providers, consultancies, healthcare, and multi-billion 
dollar private organizations.
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blue team level 1
junior security operations

Security operations training course and certification
exam that 
teaches students real-world, applicable skills
and knowledge 
across 5 domains:

• Phishing Analysis


• Threat Intelligence


• Digital Forensics


• Security Information & Event Management


• Incident Response

For full information on this course:  securityblue.team/certifications/blue-team-level-1

Includes 4 months of on-demand access, 120 lab hours,
 and 2 
certification exam attempts. Discounts start at 5 students.*

300+

Lessons, videos,



activities and quizzes
Browser-based 


labs

16 24 HOUR
Realistic incident

response exam lab

Average time to complete

30 hours
On-demand access

complete in 4 months
Training and exam price

£399*

Common Use Cases

1. The vast majority of our clients
 use BTL1 as a standard for all 
of
 their analysts, baselining their
 skills and demonstrating


professional development.

2. Our clients use BTL1 as part of their internal promotion 

pipeline, identifying when analysts have the skills to move to a 

more senior position.
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https://www.securityblue.team/certifications/blue-team-level-1


blue team level 2
advanced security operations

Security operations training course and certification
exam that 
teaches students real-world, applicable skills and knowledge 
across 4 advanced domains:

• Malware Analysis


• Threat Hunting


• Advanced SIEM


• Vulnerability Management

For full information on this course: securityblue.team/certifications/blue-team-level-2

Includes 5 months of on-demand access, 120 lab hours,


and 2 certification exam attempts. Discounts start at 3 students.*
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200+

Lessons, videos,



activities and quizzes
Browser-based 


labs

26 72 HOUR
Flexible realistic



intrusion analysis exam

Average time to complete

40 hours
On-demand access

complete in 5 months
Training and exam price

£1,999*

Common Use Cases

1. Our clients provide BTL2 training to allow analysts to

gain the skills to move into Tier 2/Tier 3 roles.

2. Our clients use BTL2 to baseline their Tier 2/Tier 3 analysts,

proving they have the necessary skills and demonstrating

professional development.

https://www.securityblue.team/certifications/blue-team-level-2


Certified Security

operations manager 

CSOM is designed to forge technical managers that already have  
experience and exposure to security operations. CSOM will 
develop you in  both management principles and technical skills.

• Modern Security Operations

• Building a Security Operations Team

• Capability Development

• Metrics, Maturity, and Measuring Success

For full information on this course:  securityblue.team/certifications/certified-security-operations-manager

Includes 6 months of on-demand access, 100 lab hours,


and 2 certification exam attempts. Discounts start at 3 students.*
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200+

Lessons, videos,



activities and quizzes
Browser-based 


labs

9 24 HOUR
practical exam and 

theory exam

Average time to complete

30 hours
On-demand access

complete in 6 months
Training and exam price

£1,999*

Common Use Cases

1. Our clients use CSOM to train their security managers, 
ensuring they possess both the technical and strategic skills 


and knowledge to mature their SOC.

2. Our clients provide CSOM to senior analysts so they can better 

understand how SOCs are run to provide additional support 

when needed.

https://www.securityblue.team/certifications/certified-security-operations-manager


Certified JUNIOR

DETECTION ENGINEER 

Developed by veteran cybersecurity practitioners from government,   finance, tech, 
and managed detection and response, CJDE gives early-career detection engineers 
the practical skills and foundational knowledge   needed to succeed in modern 
security operations environments.

• Threat Intelligence Integration

• Yara and Sigma Essentials

•  Zeek Essentials

• Detection Rule Creation and Tuning

For full information on this course: securityblue.team/certifications/certified-junior-detection-engineer

Includes 4 months of On-Demand access, 120 Lab Hours, and 2   
Certification Exam Attempts. Discounts start at 5 students.*
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400+

Lessons, videos,



activities and quizzes
Browser-based 


labs

30+ 24 HOUR
REALISTIC DETECTION   
ENGINEERING EXAM

Average time to complete

40-60 hours
On-demand access

complete in 4 months
Training and exam price

£399*

Common Use Cases

1. Our clients provide CJDE training to Tier 1 / Tier 2 analysts 
and   responders to allow them to fine tune their detections.

2. Our clients use CJDE in a holistic competency management   
framework to prove detection engineering skillsets.

https://www.securityblue.team/certifications/certified-junior-detection-engineer


Ransomware: 
Negotiation and Threat Intelligence

Designed to prepare professionals to effectively handle ransomware incidents.   

From understanding the foundations of ransomware to engaging in negotiation   
simulations, participants will gain practical insights into managing cyber extortion   
scenarios. They’ll also use real-world commercial tools, such as Validin for attack   
surface management and Crystal Intelligence for blockchain forensics.

• Ransomware Foundations

• Response Preparation

• Ransomware Threat Intelligence 

• Ransomware Considerations

• Negotiation Tactics During Contact 

• Ransomware Negotiation Simulation 

Successful participants will receive a certificate of completion and Credly badge.   

Please note that this is a paid-for training course, not a full certification.  

For full information on this course:  securityblue.team/courses/ransomware-negotiation-and-threat-intelligence 

Includes LIFETIME ACCESS. Discounts start at 5 students.*

Browser-based 

labs

1423
quizzes

CAPSTONE
CHALLENGE INCLUDED

Average time to complete

50-60 HOURS
On-demand access

LIFETIME ACCESS
Training and exam price

£499*

Common Use Cases

1. Ideal training for CTI Analysts, Cyber Intelligence   
Professionals, Criminal Actor Investigators, FinCrime   
Investigators, Threat Hunters, Cyber Incident Responders,   
Digital Forensics Analysts, and LEA Professionals.  

2. Our clients use this course to equip their teams with key   

knowledge and skills that should better prepare them to act in   

the event of a ransomware incident. 
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https://www.securityblue.team/courses/ransomware-negotiation-threat-intelligence


security operations

expert bundle
Equip a team member with everything they need to excel—our comprehensive 
certification bundle is designed to cover all essential training for SOC Analysts 
and Incident Responders, ensuring they are fully prepared to tackle any threat.

• 12 months of continuous access to Blue Team Level 1, Blue Team Level 2, 
   Certified Security Operations Manager, and our gamified defensive training 
   platform, Blue Team Labs Online


• 13 domains covering junior, advanced, and management for security 
   operations

250+
practical labs


13
domains covered


2
exam attempts for

each certification
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Corporate Benefits

and Discounts

We train security teams around the world, offering a range of   
benefits and functionality to the organizations we work with.   

Corporate discounts are offered based on the volume of licenses   
purchased in one transaction.



Organizations save up to 15% on BTL1 and 20% on BTL2!

LET’S TALK

We would love to understand your requirements and demonstrate   
our learning platforms to you and your team. We can also answer   
any and all questions you have about our services!

GET A QUOTE IN SECONDS 
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Team leader dashboards

Manage unlimited in-house teams from a centralized 
platform. View metrics as your team progresses through      
our training, labs, and exams.

Priority Marking 

& Support

Your students will receive priority
support when they 
need help, and
 quicker exam marking (BTL2)

Account Manager
Your Account Manager will understand your 
requirements, help plan training pathways,                       
and assist you with any queries.

Buy Now, Use Later
All products purchased can be held for 12 months, 
allowing you to issue training when you’re ready.

Please note that we consider 5 or more individuals from the same organization to 

be a team. This minimum requirement must be met to gain access to corporate benefits such 

as Team Leader Dashboards

https://quotes.securityblue.team/elearning?btl_1=0&btl_2=0&cjde=0&csom=0&rware=0

